ECON CRIME FORENSICS
(ECF)

ECF 610 Criminal Justice and Legal Concepts

The course provides an overview of the legal systems and expertise
required for fraud risk professionals. The course enables participants
to deepen their knowledge of the U.S. legal system by acquiring a
broader understanding of processes and procedures that focus on
fraud investigation, prosecution, and civil remedies. The course covers
knowledge of law enforcement agencies, federal rules and regulations
and evidence management, and expert testimony.

ECF 625 Litigation Support Practices and Procedures

Learners will explore white collar misconduct that constitutes civil
and/or criminal fraud in a corporate setting, including but not limited

to: (1) falsification of business records; (2) false billing; (3) forgery

of documents or signatures; (4) embezzlement; (5) creation of false
companies; (6) false insurance claims; (7) bankruptcy fraud; (8)
investment frauds (such as Ponzi schemes); (9) tax fraud; and (10)
securities fraud. Students will develop processes and procedures for
proper evidence management as well as learn how to prepare to serve as
an expert witness and write legally sound expert reports. Prerequisite(s):
ECF 610

ECF 628 Cybercrime, Cyber Warfare, Cyber Espionage

This course introduces students to the differences between cybercrime,
cyber warfare and cyber espionage by discussing the relationship of
cyber intrusions and cybersecurity to nations, businesses, society,

and people. Students will use case studies to analyze the threats,
vulnerabilities and risks present in these environments, and develop
strategies to reduce the breaches and mitigate the damages.

ECF 644 Information Security

This course explores all aspects of computing and communications
security, including policy, authentication, authorization, administration,
and business resumption planning. It examines key security technologies,
such as encryption, firewalls, public-key infrastructures, smart cards,

and related technologies that support the development of an overall
security architecture. Coursework includes plans for developing and
implementing a technology security strategy focused on business needs.
Prerequisite(s): ECF 604

ECF 880 Integrative Capstone

The capstone project is an opportunity to pursue an independent learning
experience focused on a specific aspect of economic crime forensics
based on the student interest. The capstone is intended to extend
students beyond the coursework and cases to apply knowledge in ways
that are relevant to their professional goals. Students will work on a
research project or in an experiential learning environment. Each student
will be required to present his/her capstone both as an oral presentation
and a summary written document. Students are expected to complete
the capstone with a grade of B or better in order to graduate from the
program.
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